Predicting Behaviors of Advanced Persistent Threats Using Collaborative Filtering
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APTs use a variety of methods to disrupt and destroy
cyber operations of their targets

By examining their Tactics, Techniques,
and Procedures (TTPs) we model
APT behavior

Based on these models
and models of similar
actors, we can

predict future

TTP use
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Gamaredon Group is a suspected Russian
sponsored APT that has been active and
targeting Ukrainian government officials
since 2013. Below are our predictions
based on behavior by similar groups
(Rancor, FIN10, and others)

Conclusion

Collaborative Filtering provides
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